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Use of the Medicare Australia PKI eSignature API Version V2.3.1 is subject to the terms of the  
 

Medicare Australia eSignature API Licence Agreement. 

 

Copyright © 2008- Medicare Australia - Canberra Australia 

 

This product uses software from the OpenSSL and SQLite toolkits. 

 

OpenSSL: 

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 

(http://www.openssl.org/) Copyright (c) 1998-2002 The OpenSSL Project.  All rights reserved. 

This product includes cryptographic software written by Eric Young.  (eay@cryptsoft.com) 

 

SQLite: 

This product includes software developed by Hwaci - Applied Software Research.  (http://www.sqlite.org/)  

This product was written by Dr. Richard Hipp (drh@hwaci.com ) and is unrestricted open source.  
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Introduction 

This manual contains information to ensure that your application makes effective use of 
the eSignature API.  It should be read in conjunction with the Medicare Australia PKI 
eSignature API Glossary, the Medicare Australia PKI eSignature API Developer’s 
Reference Guide, and the Medicare Australia PKI eSignature API Platform Reference 
Guide.  This manual includes information concerning store creation, password handling, 
error handling, and problem diagnosis.   

It also contains relevant information on API deployment and Store backup procedures.  
For information concerning specific API calls refer to the Medicare Australia PKI 
eSignature API Developer’s Reference Guide.  This manual is intended for developers 
to make full use of the eSignature API. 

Purpose 

The purpose of this document is to provide a set of standards for developers and 
vendors who wish to incorporate the Medicare Australia eSignature API into their 
application. 

Scope 

The scope of this document only covers the standards for Store, Password, and Error 
Messages, it does not cover the definition of the API, refer to the Medicare Australia PKI 
eSignature API Developer’s Reference Guide for this information, or the installation of 
the API on different platforms, refer to the Medicare Australia PKI eSignature API 
Platform Reference Guide for this information. 

Stakeholders 

The stakeholders in this document/product are: 

• PKI Team, Solutions Branch, ITSD, Medicare Australia 

• Medicare Australia Applications Developers 

• Vendor Applications Developers 

Target Audience 

The target audience of this document is: 

• Medicare Australia Applications Developers 

• Vendor Applications Developers 
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Pre-Requisites 

The pre-requisites for the reader to understand and be able to use this document are: 

1. An understanding of the Medicare Australia eSignature API (refer to the 
Medicare Australia PKI eSignature API Platform Reference Guide 

2.  and Medicare Australia PKI eSignature API Developer’s Reference Guide). 

Terminology 

Refer to Medicare Australia PKI eSignature API Glossary for a list of the abbreviations 
and terms used in this document. 

References 

3. Medicare Australia PKI eSignature API Developer’s Reference Guide  

4. Medicare Australia PKI eSignature API Platform Reference Guide 

5. Medicare Australia PKI eSignature API Glossary 
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Deploying Your Application 

Read the requirements for each supported platform after you have read this section. 

In deploying all applications, you must include in your application CD, all Licence 
Information in Attachment A of the Software Licence Agreement PKI eSignature API 
Version V2.3.1.  All Licence Information includes: 

• PKI eSignature API Licence Information (including Disclaimer) 

• Open SSL Licence Terms and Conditions 

• Original SSL Leay Licence 

Version V2.3.1 of the PKI eSignature API ships with two DLLs (Windows) and 
equivalent files for Apple and Linux platforms.  For Windows these files are: 

• PsiCore.dll 

• PsiJNI.dll 

When you deploy your application the DLL for Version V2.3.1 of the PKI eSignature 
API, listed in the Table 2 - Windows API , must be shipped with your application. 

• If your application is developed in Java also distribute the 
au.gov.hic.psi.crypto.jar file.  The library path must include the folder containing 
the API DLL and the jar file. 

• For a Macintosh OS X environment the equivalent file has a DYLIB file extension 
(instead of dll).  It must reside in the folder containing the application. 
 

Deployment Scenario Response 

Is your application developed in Java? Yes Yes No 

Is your Application written in ‘C’, Visual Basic or Delphi Yes No Yes 

Resolution    

Both the PsiCore.dll and PsiJNI.dll are needed and 
au.gov.hic.psi.crypto.jar. 

The library path must include the folder containing these 
files. 

X - - 

The PsiJNI.dll and au.gov.hic.psi.crypto.jar is needed.  

The library path must include the folder containing the 
files. 

- X - 

Only the PsiCore.dll is needed.  

The library path must include the folder containing the 
file. 

- - X 

Table 1.  Windows Deployment Decision Table 
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Win32 Platform Considerations 

For a Windows system you must ensure one of the following: 

• The folder containing the API DLL is specified in the systems PATH variable; OR 

• The API DLL is contained in the same folder as your application; OR 

• The API DLL is contained in the Windows System Directory (i.e. 
C:\Windows\Systems32). 

Note: There is only one Windows DLL for all Windows versions from XP to Vista. 
 

Required Files Description 

PsiCore.dll The Psi Core DLL required by the sample applications and if your 
Windows application is developed in a Non-Java language such 
as C, C++, VisualBasic, Delphi, etc. 

Note: If you are not using Java with the API this is the only DLL 
required. 

PsiJNI.dll The Psi Java DLL required to use the API with the Java 
language. 

If your programs, which use the API, are only developed in Java 
this is the only API DLL that needs to be shipped with your 
application. 

au.gov.hic.psi.crypto.jar A Java wrapper for the API.  This file is required if you use Java. 

Either: 

• The file’s folder location must be specified in the Class Path 
environment variable; or 

• The file is located in the Java Lib Extensions directory. 

Table 2 - Windows API Distributable Files 

Win32 DLL Location 

Windows programmers (in particular Visual Basic, Delphi, C, or C++ programmers) will 
require the PsiCore.dll to be present within the application’s DLL search path.  The 
PsiCore.dll must be accompanied with the distributed application; there will be no 
guarantee that the DLL will be present on the system.  In addition, a registry entry 
should be added to indicate the DLL’s location.  The format of the registry entry follows: 

HKEY_LOCAL_MACHINE\SOFTWARE\Psi\Core\Lib 

Name  [application name]   this must be unique for your application 

Value Full DLL  Path 

Table 2.  HKEY_LOCAL_MACHINE\SOFTWARE\Psi\Core\Lib Name & Value 
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Java developers will require the PsiJNI.dll to be present within the application’s 
java.library.path.  PsiJNI.dll must be accompanied with the distributed application; 
there will be no guarantee that the DLL will be present on the system.  In addition, a 
registry entry should be added to indicate the DLL’s location.  If the PsiJNI.dll is 
contained in a JAR file then the registry entry is unnecessary.  The format of the registry 
entry follows:  

HKEY_LOCAL_MACHINE\SOFTWARE\Psi\Jni\Lib 

Name  [application name]   this must be unique for your application 

Value Full DLL  Path 

Table 3.  HKEY_LOCAL_MACHINE\SOFTWARE\Psi\Jni\Lib Name & Value 

Win32 Store Naming/Location 

The store can be located on a read/write enabled device.  The store requires write 
access; therefore an open command will fail if the store is resident on a read-only 
device.  The store extension must be ‘psi’, for example c:\sample\sample.psi is a valid 
store name.  In addition, the store should live in the user’s Home Directory.  A windows 
registry entry must be added to indicate the stores location.  The format of the registry 
entry follows:  

HKEY_CURRENT_USER\SOFTWARE\Psi\Default\System 

Name  [application name]   this must be unique for your application 

Value Full Store  Path 

Table 4.  HKEY_CURRENT_USER\SOFTWARE\Psi\Default\System Name & Value 

 

Windows Registry Editor Version 5.00 
 
[HKEY_CURRENT_USER\Software\Psi] 
 
[HKEY_CURRENT_USER\Software\Psi\Default] 
"Store"="D:\\Psi\\Databases\\directory.psi" 
 
[HKEY_CURRENT_USER\Software\Psi\System\HICOnline] 
Store"="C:\\Documents and Settings\\hic.psi" 
 

Figure 1 Sample Win32 Registry Setting 
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Store Creation Considerations 

A Store must contain the following modules, use the PsiAddModule to add them.   
 

Name Value 

Rainbow dkck201 

AET aetpkss1 

Table 5.  Win32 Platform Store Creation Name & Value 

Token Driver Installation 

Token drivers and middleware are provided by Medicare Australia Security eCertificate 
section on a CD.  Both middleware are provided for smartcards and ikeys but only ikey 
drivers are provided as the Gempc Twin drivers comes with the windows operating 
system.  If required, the latest version of other secure token drivers can be obtained 
direct from the supplier.  The Medicare Australia eBusiness Service Centre (phone: 
1800 700 199) can be contacted for further details. 
 

 Rainbow iKey 2000 and 2032 

Middleware SafeNet Borderless Security PK Client 

Location of installer for 
middleware and iKey 
driver 

Separate CD supplied by Medicare Australia eCertificate 
section. 

Location of middleware 
module after 
installation 

Installed in system directory (eg. WinNT\system32, 
Windows\system) 

\ dkck201.dll 

Table 6  Win32 Platform Token Driver list 
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Thin Client Installation for Tokens 

The middleware and Token drivers will be provided to you on the CD that is distributed 
with Token device except for the gempc twin smartcard reader which can be  download 
from the manufacturer web site or give the Online Technical Support  team a call on 
1300 550 115.   Please note that the middleware must be installed on a Windows server 
(2000 or 2003) and token drivers must be installed on the client.       

Below is a table showing token devices that have been successfully tested in a Citrix 
Presentation Server v4.0 on windows 2003 environment with both thick and thin clients. 

The Citrix thin client environment can have many different configurations. The Online 
Technical Support team (phone: 1300 550 115) should be contacted for the latest 
details of secure token support for thin client architectures. 

. 

 

Token and Reader 

 

Driver 

 

Middleware 

 

iKey2032 

 

 

iKey Driver v3.4.9.4 and 
iKey Driver 4.0.0.17 
 

 

SafeNet Borderless Security PK 
Client 

 

iKey3000 

 

 

iKey Driver v3.4.9.4 and 
iKey Driver 4.0.0.17 
 

 

AET SafeSign v1.09.04 Update 

Table 7.  Supported token devices in a Citrix Presentation Server v4.0 on Windows 
2003 server  
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Linux Platform Considerations 

For Sun Java 2 Runtime compatibility the JNI wrapper and API has been built on 
RedHat 7.1 with the EGCS compiler but it should work on later versions of RedHat. 

For a Linux system you must ensure the following files are bundled with your 
application: 
 

Manifest Description 

PKI Software/Linux/bin/psicommand Command line utility program 

PKI Software/Linux/lib/libPsiCore.a API Static lib 

PKI Software/Linux/lib/libPsiJni.so Native API and Java wrapper JNI interface 

PKI Software/Linux/include/Psi.h Definitions for the Native API 

PKI/Software/Java/au.gov.hic.psi.crypto.jar Java wrapper for the API 
 

Linux Development 

Psi.h contains the function definitions of the public API, which are implemented in the 
libPsiCore.a static library.  This library is required for native software development.  

The libPsiJni.so shared library is required to use the Java API and both libs should 
normally be placed in the /usr/local/lib directory.  

The directory containing the shared library must be available on your library path either 
via the LD_LIBRARY_PATH environment variable or by adjusting "ldconfig". 

Sharable Object Location 

For C or C++ developers you statically link to libPsiCore.a.   

Java Developers will require libPsiJNI.so to be present within the application’s 
java.library.path it is recommended JNI should reside in /usr/local/lib.  This library must 
be accompanied with the application; there is no guarantee that this library will be 
present on the system. 

Store Creation Considerations 

Store must contain the following modules, use the PsiAddModule to add them.   
 

Name Value 

 AET /usr/lib/aetpkss.so 

Table 8.  Linux Platform Store Creation Name & Value 
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Mac OS X Platform Considerations 

Note: Macintosh versions prior to OS X 10.2 are not supported (i.e. OS 9 and 
before) due to lack of token driver support ` 

A document for token driver installation, from AET, is provided for the Apple Macintosh. 

The files listed in the following table are provided for Apple Macintosh OSX 
development. 

Depending upon your application requirements, it’s development language, and how 
you are intending to deploy your application, you will only need one of the following files: 
 

Dylibs Description 

libPsiCore.dylib API dynamic library 

libPsiCore.o API static library 

libPsiJNI.jnilib API JNI for Java development 

PsiCore.framework API Framework 

Table 10.  Macintosh API files 

Sharable Object Location 

Non-java developers have a choice between 3 libraries: 

• libPsiCore.dylib – dynamic library (If you use a dynamic library 
DYLD_LIBRARY_PATH environment variable must be set to the directory 
containing the library) 

• libPsiCore.o – static library 

• PsiCore.framework – framework, see http://developer.apple.com/ for explanation 
of use. 
Use of framework is recommended. 

Java Developers will require libPsiJNI.jnilib to be present within the application’s 
java.library.path.  This library must be accompanied with the application; there is no 
guarantee that this library will be present on the system. 

Store Creation Considerations 

Store must contain the following modules if tokens are to be used.   
Use the PsiAddModule to add the following modules. 
 

Name Value 

AET /usr/local/lib/libaetpkss.dylib 

SafeNet /usr/local/lib/libsfntpkcs11.dylib 

Table 2.  Mac OS X Platform Store Creation Name & Value 
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Token Driver Installation 

A beta version of the AET SafeSign driver has been supplied under the MacOSX 
directory on the API CD.  This driver works with the G&D Starcos smart-card.  A 
Safenet iKey driver is also supplied on the CD that came with your token device 
currently supports ikey2032.  Safa 

Note – eSignature API V2.3.1 and associated secure token drivers have not been 
through the Medicare Australia systems testing support area for production release 
status on Mac OS X. 
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Solaris Platform Considerations 

For Sun Java 2 Runtime compatibility the JNI wrapper and API has been built on 
Solaris 10 with the GNU compiler and it works on later versions of Solaris. 

For a Solaris system you must ensure the following files are bundled with your 
application: 
 

Manifest Description 

PsiAPI/libPsiCore.a API Static lib 

PsiAPI/libPsiJni.so Native API and Java wrapper JNI interface 

PsiAPI/Psi.h Definitions for the Native API 

PsiAPI/au.gov.hic.psi.crypto.jar Java wrapper for the API 

PsiCommand.tgz Command line sample program for the API 
 

Solaris Development 

Psi.h contains the function definitions of the public API, which are implemented in the 
libPsiCrypto.a static library.  This library is required for native software development.  

The libPsiJni.so shared library is required to use the Java API and both libs should 
normally be placed in the /usr/local/lib directory.  

The directory containing the shared library must be available on your library path either 
via the LD_LIBRARY_PATH environment variable or by adjusting "ldconfig". 

Solaris Sample Program 

PsiCommand.tgz contains the source code for a sample program called psicommand 
which demonstrates the basic use of the API.  

Note: It is only a demonstration program and is not suitable for production use. 

The makefile, "makefile-Solaris", shows the necessary setup for compiling with the API 
from C or C++. 

Sharable Object Location 

For C or C++ developers you statically link to libPsiCore.a or dynamically link with 
libPsiCore.so. 

Java Developers will require libPsiJNI.so to be present within the application’s 
java.library.path it is recommended JNI should reside in /usr/local/lib.  This library must 
be accompanied with the application; there is no guarantee that this library will be 
present on the system. 
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Store Creation Considerations 

There are no modules, so there are no store creation considerations. 

Token Driver Installation 

There are no Token Drivers. 

 


